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[ 1 HTTP Response Splitting, Web Cache Poisoning Attacks, and Related Topics

https://www.watchfire.com/securearea/whitepapers.aspx?id=8
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ASP/ASP.NET  PHP Web
URL
i( )
Web (
) URL

ASP/PHP Java




Security of WebAppli&Maii

3 HTTP




Security of WebAppli&Maii

3.1 CGl
CGlI HTTP HTTP (HTTP +HTTP ) CGI
HTTP
( )
HTTP ( )

3.2 IIS+ASP

11S + ASP HTTP

I —

Response.Redirect Web
Response.Cookies
Response.AddHeader

( 3.2-1) Netcat
HTTP

MS-WindowsServer2003 SP1( )

<Y

Option Explicit

Dim str

str = Request.QueryString(“inputData™)
Response.AddHeader "TestHeader",str
Response.Cookies(*"TestCookie™) = str
Response.Redirect str

%>

3.2-1: ASP
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C:¥>type in.txt e
GET /httpHeaderTest.asp? inputData=TESTR0d#0at est ;abe HTTPA1.0 ~J

C:¥>nc -rwv 127.0.0.7 80 < in.txt

CUMENOWND [127.0.0.11 80 (%) open

HTTP/1.1 302 Object moved

Cornect ion: close

Date: Fri, 15 Dec 2006 14:15:13 GMT

Server: Microsoft-1153/6.0

H-Powered-By: ASP.NET

H-Powered-By2: PHP &

TestHeader: TEST

testiabe

Locat ion: TESTRODR0At et #3Babe

Content-Lenzth: 141

Content-Type: text/html

Set-Cookie: TestCookie=TESTRODX0Atest#3Babe; path=/
Set-Cookie: ASPSESSIONIDCCBRATTS=NIPFPGFBEOKIFKEHHDCFJKDP; path=/

Cache-control: private

<head><tit|e*lbiect moved</titl|e></head>
<body><h1>0b1ect Moved</h1>This obiect mav be found <a HREF= TEST%UD%UAtest%SBab

cPhered/a> . </bodv> =
32:2: 321
3.2-2 AddHeader()
ASP AddHeader() HTTP
AddHeader() ASP (
URL )

° 3.2-2 ASP (Cr Lf) URL

® |ocation URL
4 ; (; URL %3B

) ASP.NET
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3.3 ASP.NET

ASP.NET HTTP

I ——

Response.RedirectLocation | Web
Response.Cookies.Add

Response.AddHeader
Response.AppendHeader

( 3.3-1) Netcat
HTTP

MS-Windows2000 SP4( ) WebMatrix0.6.812 + .Net Framework1.1SP1(1.1.4322)

//

Response.AddHeader (""'myAddHeader", TextBox1.Text);
Response.AppendHeader (*'myAppendHeader™, TextBox1.Text);
//

HttpCookie MyCookie = new HttpCookie(''myAddCookie™);
MyCookie.Value = TextBox1l.Text;
Response.Cookies.Add(MyCookie);

//

Response.RedirectLocation = TextBoxl.Text;

3.3-1: ASPNET (C#)
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Co¥rtupe in.txt
FPOST AbppendHeade r/bppendHeade rC3. aspx HTTRPA1.0

Cortent-Tvpe: apelicationdc-waw—Torm-urlencoded
Content-Length: 107

iBEET137Eed=S Y wi?BRT 2 /hiM=b

Co¥one —rwew 127.0.0.7 80 < in.txt
CUMKMOWNY [127.0.0.7] 80 (?) open
HTTPA1.1 200 Ok

Server: Microsoft-115/5.0

Date: Fri, 15 Dec 2008 14:34:57 GMT
K-Powered-By: ASP.NET

K-bephet -Version: 1.1.4322
mybddHeader: TESTEDd#0atest:abe
myvfppendHeader: TESTRDd#Datest ;abe
Locat ion: TESTEDd#EDatest ;abc
Det-Cookie: myvbddCook ie=1ESTR0d#0atest ;abe; path=/
Cache-Control: private

Content-Tvpe: text/html; charset=utf-8

=101 ]

TextBox] =TESTR0dE0at est #3BabchBut ton] =But tond  VIEWSTATE=dDuwtMi A000 1 wNzlvMi =/P=y

al
i

Cortent-Lenzth: 723 -l
3.32: 331
3.3-2
ASP.NET HTTP
3.3-2 ASP.NET (Cr L URL
® Location URL
°
(Domain  Expires )
-~  %3b URL ASP.NET
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3.4 JavaServlet

JavaServlet HTTP

I ———

response.sendRedirect | Web
response.addCookie
response.addHeader

( 3.4-1) Netcat
HTTP

MS-WindowsXP SP2( ) Tomcat5.5.17 JDK1.5.0 06 Eclipse3.1.2

protected void doGet(HttpServletRequest request, HttpServletResponse response) throws ServletException,
10Exception {

String myAddStr;

String IsRedirect;

request.setCharacterEncoding("Windows-31J");

myAddStr = request.getParameter(“'addStr');

IsRedirect = request.getParameter(“IsRedirect");

// HTTP

response.addHeader (*'myAddHeader™ ,myAddStr) ;

//

Cookie myCookie = new Cookie(*'myCookie",myAddStr);

response.addCookie(myCookie);

// location

// redirect to JSP

if(IsRedirect.equals(1") == true){

getServletConfig().getServletContext() -getRequestDispatcher(*/result. jsp).forwar

d(request, response) ;

Yelse{ response.sendRedirect(myAddStr); } }

3.4-1 : JavaServlet

12
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e J9 0 F 207k il 10 =]

C:¥>twpe in.txt
GET ZlprendHeader/serv|et/bppendHeaderServ | et PaddSt r=test ¥0d¥0aTEST ;v "abe¥ [mnd:

[=Redirect=2 HTTF/1.0

C:¥nc -rwv 127.0.0.1 8080 < in.txt

CUMKMOWNY [127.0.0.17 8080 (?) open

HTTP/1.1 302 Moved Temporari |y

Server: bpache-Covotes1.1

mybcddHeader: test  TEST;xvz abc¥lmn

Set-Cookie: mvCookie="test TEST;xvz¥ abc¥lmn”

Location: http://localhost 18080/ dppendHeader/serviet /test  TEST:xvz"abc¥ lmn
Cortent -Length: 0

Date: Mon, 11 Dec 2006 01:48:46 GMT

Cornect ion: close

sent 100, rovd 298: NOTSOCK

B =l
34-2: 341
( 0x20 )
3.4-2
JavaServiet HTTP
(] (Cr LY
(0x20)
® |Location URL
URL Web
° HTTP ? 3.4-2
2 ¥” ¥
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3.5 PHP5.2.0

PHP  HTTP

I w———

header(“Location: << >>") | Web
setcookie
setrawcookie
header

header() Location

setrawcookie() URL setcookie()

( 3.5-1) Netcat
HTTP

MS-WindowsServer2003 SP1( ) PHP5.2.0

<?
$str = $_REQUEST["inputData™];
setcookie("cookiename®, $str, time() + 60);
setrawcookie("RAWcookiename®, $str, time() + 60);

header(*'myHeader: $str');

>

3.5-1: PHP

14
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C:¥>type in.txt B
GET /httpHeaderTest . php? inputData=TESTR0d#0at est ;abe HTTPA1.0 -J

C:¥>nc -rwv 127.0.0.7 80 < in.txt

CUMENOWND [127.0.0.11 80 (%) open

HTTPA1.1 200 Ok

Cornect ion: close

Date: Fri, 15 Dec 2006 15:18:30 GMT

Server: Microsoft-1153/6.0

H-Powered-By: ASP.NET

H-Powered-By2: PHP 5

H-Powered-By: PHP/H.2.0 ;
Set-Cookie: cookiename=TESTRODX0At est#3Babe; expires=Fri, 15-Dec-2006 15:19:30 G
MT :
Content-type: text/html

Kbr />

<b>Warn|ng</b> Cookie values can not contain any of the folllowing '.; ¥t¥r¥n¥
013%¥014" (TEST i
test;abc) in <b>D:¥datas¥web¥httpHeaderTest.php</b> on line <b2B</b><br A

<br />

<brWarninz</b>:  Cannot modify header information - headers already sent by (out
put started at D:¥datas¥web¥httpHeaderTest.php:b) in <bD: ¥datas¥web¥httpHeaderT
est.phpd/b> on line <b>6</b><br /> _
zent 65, rowd 661: NOTSOCK ';]

3.5-2: 3.5-1

URL (setcookie) setrawcookie()

C:¥>type in.txt e
GET /httpHeaderTest . php? inputData=TESTR0d#0at est ;abe HTTPA1.0 _J

C:¥>nc -rwv 127.0.0.7 80 < in.txt

CUNKMOWND [127.0.0.17 80 (?) open

HTTPA1.1 200 Ok

Cornect ion: close

Date: Fri, 15 Dec 2006 15:21:13 GMT

Server: Microsoft-1153/6.0

H-Powered-By: ASP.NET

H-Powered-By2: PHP 5

H-Powered-By: PHP/H.2.0 ;
Set-Cookie: cookiename=TESTRODX0Atest#3Babe; expires=Fri, 15-Dec-2006 15:22:13 G
MT :
Content-type: text/html

<br />
<brWarning</b>: Header may not contain more than a sinzle header, rew line dete
cted. in <b>D:¥datas¥web¥htteHeaderTest .phed/b> on |ine <b>8</b><br />

jsent 65, rcvd 439: NOTSOCK ;}
353: 351
header()
3.5-2 3.5-3 setcookie() URL
setrawcookie() header()
PHP HTTP
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setrawcookie() header()
PHP
PHP
setcookie()
( ) URL

URL
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4.1

4.2

B active@window.goukaku.com

4.3

12007 03 05

4.4

http://rocketeer.dip.jp/secProg/index.htm

45 HTTP

HTTP

18



Security of WebAppli&Maii

19



