Security of WebAppli&Mail

2007 03 27

Ver. 1.0




Security of WebAppli&Maii

1 WebAppli Mail 4
1.1 5
2 WebAppli Mail 6
21 7
22 7
23 SMTP 7
24 8
3  WebAppli Mail 9
3.1 Perl + Sendmail 10
3 110s 10
3 12 10
3 13 11
3 14 12
3 15 13
3.2 Win32+CGl (Blatd) 15
3 210Ss 15
3 22 16
3 23 16
3 24SMTP 17
3 25 17
3.3 1IS+ASP (ComBlatJ) 18
3 31 18
3 32 19
3 3.3SMTP 19
3 34 20




Security of WebAppli&Maii

34 1IS+ASP (CDO for NTS) 21
3 41 21
3 42 22
3 43 22
35 1IS+ASP (BASP21) 23
3 51 23
3 52 24
3 b5.3SMTP 24
3 54 24
3.6 .NET Framework2.0 25
3 61 25
3 6.2 ISMTP 26
3 63 26
3.7 Java 27
3 71 28
3 72 29
3 7.3SMTP 30
3 74 30
3.8 PHP + mb_send_mail() [Win32] 31
3 81 31
3 82 31
3 83 32
3.9 PHP + mb_send_mail() [Linux/Unix] 33
3 91 33
3 92 34
3 93 34
3.10 PHP + Mail.php(PEAR) 36




Security of WebAppli&Maii

3 101 36
3 10.2 37
3 103 37
3.11 socket 39
4 40
4.1 41
4.2 41
4.3 41
4.4 41
45 41
4.6 42




Security of WebAppli&Maii

1 WebAppli Malil




Security of WebAppli&Maii

1.1

Web

SMTP




Security of WebAppli&Maii

2 WebAppli Malil




Security of WebAppli&Maii

2.1
Web
Web
HTTP
Web
2.2
() (To From
C ) )
[ ]
Web
2.3 SMTP
SMTP
SMTP

Subject )

(

- Reply-To




Security of WebAppli&Maii

2.4

Web

SMTP
Web

Web

SMTP




Security of WebAppli&Maii

3 WebAppli Mail




Security of WebAppli&Maii

3.1 Perl + Sendmail

UNIX/Linux CGl Perl
Perl oS Sendmail
3 1.1 OS
O O
IPA ISEC [4-2.] Perl

http://www.ipa.go.jp/security/awareness/vendor/programming/a04_02.html

3 1.2
3 1.10S
3 121 Sendmail
Sendmail -t
sendmail
( 3 12-1)
3 1.2-1
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${ret} = open(OUT," | /usr/lib/sendmail -t")

if(${ret} eq undef){ print “error”; exit;}

print OUT "To: << >>¥n";

print OUT "From: admin¥@exsample.com¥n";
print OUT "Subject: ThislsTestMail¥n¥n";

print OUT "This is Test";

close(OUT);
__END__
3 1.2-1: Perl
sendmail -t
( )
(O8]
(
® To ( )
® From ( )
® Subject ( [ D
3 1.3
3 1.2
3 1.2-1
To
Web
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Web

Perl

if (!(open(OUT," | /usr/lib/sendmail -t"))) { print “error”; exit; }
print OUT "To: support¥@exsample.com¥n";

print OUT "From: admin¥@exsample.com¥n";

print OUT "Subject: ThislsTestMail¥n¥n";

print OUT << >>:

print OUT €8#¢nThis Mail is Sended WebSystem” ;

close(OUT);

3 1.4-1: Perl

3 141 (0N

3 142

12



Security of WebAppli&Maii

Hello

3 14-2: 3 141

SMTP o ( )

-1 Sendmail

if (!(open(OUT," | /user/lib/sendmail -t -i"))) { &error(‘error’); }
print OUT "To: support@exsample.com¥n";

print OUT "From: admin@exsample.com¥n";

print OUT "Subject: ThislsTestMail¥n¥n";

print OUT << >>:

print OUT €8#¢nThis Mail is Sended WebSystem” ;

3 1.4-3: 3 141

1.5

(Validate) Perl

$mail_address =" /[a-zA-Z0-9_-]+¥@[a-zA-Z0-9_-]+(¥.¥w+)+/; )

user0l@exsample.com,user02@exsample.com
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Web

$mail_address =" /"[a-zA-Z0-9_-]+¥@[a-zA-Z0-9_-]+(¥.¥w+)+$/; ()

n $

(): Web

URL [

http://www.tt.rim.or.jp/~canada/comp/cgi/tech/mailaddrmatch/

http://iwww.din.or.jp/~ohzaki/perl.htm#Mail
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3.2 Win32 + CGl (BlatJ)
Win32 Web CGl BlatJ
verl.8.2+J2.8
Win32 Perl
#1 /usr/local/bin/perl
${fileName} = "temp.txt";
if(open(FILE,">${fileName}")){
print FILE << >>;
close(FILE);
$ret = system(blatj.exe ${fileName} -t << >> -g <<
>> -f << >>");
print $ret;
}
_END__
3.2-1: Blat]
CGl
BlatJ.exe
a« 1 )
( )Blatd http://www.piedey.co.jp/softs/blat.html
3 21 0OS
BlatJ.exe o)

>> -server <<SMTP

(ON)
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(-t/-c/-b)
S
(-s)
BlatJ.exe

oS
IPA ISEC [4-2.] Perl

http://www.ipa.go.jp/security/awareness/vendor/programming/a04_02.html

To/Cc/Bcc o )

(Cr) (L)

3 23

BlatJ.exe
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To
Reply-To
¢ ) )
3 24 SMTP
-t
-C
-C
-S
-f
3 25
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3.3 1lIS+ASP (ComBlatJ)

11S+ASP

COM

verl.8.2+J2.8
ComBlatJ 3.3-1

Option Explicit

Dim

Set

obj.

obj
obj
obj
obj
obj

obj

obj
obj = WScript.CreateObject("Blat.Send.1")

IsError = False

.ErrorMessage = """

.To = << >>
.From = << >>
.Subject = << >>
.Body = << >>

.Send

If obj.IsError = True Then

End

Set

WScript.Echo obj.ErrorMessage
If

obj = Nothing

WScript.Quit

3.3-1: ComBlat]

( ) ComBlatJ http://www.piedey.co.jp/softs/comblat.html

To/Cc/Bcc N )

ComBlatJ
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I E—

(Cr) (LD
3 3.2
ComBlatJ
To
Cc
Bcc
Subject
From
Impersonate
ExtraHeader
Organization
To
Reply-To
C ) )
3 3.3 SMTP
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I E—

To

Cc

Bcc

Subject
From
Impersonate
ExtraHeader
Organization
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3.4 IS +ASP (CDO for NTS)

11S+ASP Microsoft ExchangeServer
CDO Miicrosoft Collaboration Data Objects Microsoft
Collaboration Data Objects for WindowsNTServer
Microsoft-Windows2000Server SP4

CDO for NTS 3.4-1
Option Explicit

Dim obj

Set obj = WScript.CreateObject("'CDONTS.NewMail')

obj.From = << >>
obj.To = << >>
obj.Subject = << >>
obj.Body = << >>

obj .Send

Set Obj = Nothing

Wscript.Quit

3.4-1: CDO for NTS

() MS-Windows2003 CDO for NTS
3 4.1
To/Cc/Bcc i( )
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3 4.2

CDO for NTS

To
Reply-To

I E—

To

Cc

Bcc

Subject

From
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( )BASP21

11S+ASP

IS + ASP (BASP21)
COM

BASP21 3.5-1
ver2003/10/10

Option Explicit

Dim obj

Dim errStr

Set obj = WScript.CreateObject(*'BASP21')

errStr = obj.SendMail (<<SMTPServ>>,<< >> <<
>> << >> ")

Set obj = Nothing

WScript.Quit

3.5-1: BASP21

5.1

http://www.hi-ho.ne.jp/babag/basp21.html

BASP21

>> <<
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BASP21

X

I —

To

(SMTP

)

From

(SMTP

)

Subject

3 5.3 SMTP

SMTP

I —

To

From

Subject
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3.6 .NET Framework2.0

.NET Framework2.0 System.Net.Mail
Windows2000Sp4 .NET Framework SDK 2.0.50727 C# 8.00.50727.42
(MS-Visual C#2005)
3.6-1 SmtpClient Send

using System;
using System.Net.Mail;
class test{
static void Main(){
SmtpClient smtpObj = new SmtpClient("mail.insi.co.jp");
smtpObj.Send(<< >> << >> << >>,
<< >>);

Console.WriteLine("Done");

} }

3.6-1: C# System.Net.Mail 1

try catch
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(

)

3 6.2 ISMTP

ISMTP

3 6.3
content-transfer-encoding: quoted-printable
( ( ) - =0D=0A )
KB927858 KB
:[LNET 2.0] (1S0O-2022-JP) Content-Transfer-Encoding: 7bit

http://blogs.sqglpassj.org/mitsugi/archive/2006/02/23/16237.aspx
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3.7

Java

Java

Sun JavaMail API
JDK 1.5.0_06 + JavaMail 1.4 + JAF 1.1 (Win32)

import java.util.Properties;

import java.io.UnsupportedEncodingException;
import javax.mail.Message;

import javax.mail.MessagingException;

import javax.mail.Session;

import javax.mail. Transport;

import javax.mail.internet.InternetAddress;
import javax.mail.internet.MimeMessage;
public class MailTest{

public static void main(String args[]){

String SMTPSrv = <<SMTPServer >>:
String FromAddr = << >>:
String ToAddr = << >>:

I

Properties propObj = System.getProperties();
propObj.put("mail.smtp.host",SMTPSrv);
propObj.put("mail.host",SMTPSrv);

1

Session

Session sessionObj = Session.getInstance(propObj,null);

/I Sessiion

MimeMessage msgObj = new MimeMessage(sessionObj);

try{

1 InternetAddress

InternetAddress objFrom = new InternetAddress(FromAddr);

1
msgObj.setFrom(objFrom);

"

msgObj.setSubject(" ""1SO-2022-JP");

I

27
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msgObj.setText("This is test","1SO-2022-JP");

I
msgObj.setRecipients(Message.RecipientType. TO,ToAddr);
Transport.send(msgObj); 1
System.out.printin("sended¥n");

Jcatch(Exception e){  System.out.printin(“error¥n"); }

} }
3.7-1 : JavaMail
3 7.1
JavaMail API
InternetAddress setRecipients()
JavaMail API
String setRecipients()
String
( 371 String )
( )
( «( ) (3¥r¥n) ( ) AddressException )
( )
JavaMail API InternetAddress.parse()
InternetAddress
InternetAddress 0
InternetAddress
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InternetAddress objAddr[] = InternetAddress.parse(ToAddr);

msgObj.setRecipients(Message.RecipientType.TO,0bjAddr[0].getAddress());

3 7.1-1: 3.7-1 1

3 7.2

JavaMail API MimeMessage

I —

setSubject()
setHeader()
addHeader()
setRecipients()
setX XXX setSentDate()
( )
To
Reply-To
C ) )
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3 7.3 SMTP

I —

setSubject()
setHeader()
addHeader()
setRecipients()
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3.8 PHP + mb_send_mail() [Win32]

PHP
PHP5.2.0/5.1.1 for Win32
mb_send_mail() ( 3.8-1)
php.ini
<?
mb_send_mail (<< >> << >> << >> << >>)
>
3.8-1: PHP
3 8.1
A )
A )
3 8.2
mb_send_mail()
( ) MIME
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AL-Mail32 verl.13a (
MIME
)
(
)
mail() MIME

mb_send_mail()

I —

To
Subject (
MIME
)
(
)
To
Reply-To
C ) )
C ) ) « )

3 83

mb_send_mail()
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3.9 PHP + mb_send_mail() [Linux/Unix]

PHP
PHP5.2.0 (configure = “—-enable-mbstring”) (Cent0S4.4)
php.ini php.ini-dist sendmail_from
sendmail_path ( “sendmail -t -i”)
mb_send_mail() ( 3.9-1
mb_send_mail() (mail() ) Win32 Linux/Unix Win32
Linux/Unix
php.ini
<?
mb_language(*'Ja™);
mb_internal_encoding(""EUC-JP™);
mb_send_mail (<< >> << >> << >> << >>)
>
3.9-1: PHP
3 9.1
( )
( )
( ) )
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3 9.2

mb_send_mail()

mb_send_mail()

I —

To
Subject
(
)
To
Reply-To
¢ ) )
Win32
C ) )
(
)
¢ ) )
3 93
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3.10 PHP + Mail.php(PEAR)

PHP (PEAR)

PHP5.2.0 for Win32
Mail 1.1.14
Auth_SASL 1.0.2
Net_SMTP 1.2.8
Net_Socket 1.0.6
PEAR 1.4.5

YV V V V V V

( 3.10-1)

<?
require_once "Mail.php";
$params[“host™] = "127.0.0.1";

$params[“port™] = "25°;

$toAddr = << >>:
$headers["From™] = << >>:
$headers["Subject™] = << >>;
$body = << >>;

$mail_object =& Mail::factory("SMTP",$params);
$flg = $mail_object->send($toAddr,$headers,$body);
if($flg == true){ echo "successe¥n"; }

echo “end¥n";

>

3.10-1 : PHP&PEAR

3 10.1
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3 10.2
send()
PHP
send()
send()
To (
SMTP
RSET SMTP
)
(
)
3 10.3
Mail::factory sendmail sendmail_args
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PHP

php.ini

sendmail_path

PHP

PHP sendmail

sendmail_args -i

mail function sendmail_path

sendmail -t -i -1

php.ini sendmail -i
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3.11 socket

socket(winsock)

SMTP
EHLO << >>
MAIL FROM <<
RCPT TO <<
DATA
QUIT

YV V V V V

SMTP

(Cr  Lf)

DATA N

SMTP

HELO <<

>>

>>

SMTP

>>

SMTP
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4.1

4.2

B active@window.goukaku.com

4.3

12007 03 27

4.4

http://rocketeer.dip.jp/secProg/

4.5

IAPI] ] ( )
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[ |API] ]
(
)
4.6
L ( ) (
)
® SMTP
® SMTP MAIL FROM RCPT TO
® SMTP
) Web
Web ( )

>
>

( )
>
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SMTP MAIL FROM RCPT TO
(SMTP )
SMTP
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