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Apache-Tomcat UTF-8 DirectoryTraversal
UTF-8
3Byte UTF-8
o ) UTF-8 I( ) UTF-8
® Windows Tomcat ¥( ) UTF-8 %c1%1c
® Apache-Tomcat CGI( )
>




2 UTF-8

UTF-8(8-bit UCS Transformation Format) UNICODE
1Byte UTF-8  ASCII

1Byte (7bit ASCII 8bit ( )
(UNICODE )
1Byte us-ascii 0zzzzzzz
1Byte 8bit yz2272727
2Byte XXXXXXXX YZZZ7777

(X,y,2) (Oor1)

UTF-8

2Byte

1Byte UTF-8 0zzzzzzz | 1Byte us-ascii

2Byte UTF-8 1100000z 10zzzzzz | 1Byte us-ascii

110o000yz 10zzzzzz | 1Byte 8bit

3Byte UTF-8 11100000 1000000z 10zzzzzz | 1Byte us-ascii

11100000 100000yz 10zzzzzz | 1Byte 8bit

1110xxxx 10xxxxyz 10zzzzzz | 2Byte

0 o ) (UTF-8 (Oor1) )

UTFE-8




3 CVE-2008-2938

3.1 ( )
CVE-2008-2938 Apache-Tomcat UTF-8
Directory Traversal ( ) UTF-8
%c0%ae 0OxCO OxAE 2Byte URL
0xCO - 11000000 OxAE - 10101110
2Byte UTF-8 0
00000101110 - Ox2E
Ox2E ( ) us-ascii
%c0%ae ( ) %c0%ae%c0%ae - )
(. ) )
UTF-8 Microsoft  Web 1S
MSO00-057




4 CVE-2008-2938 3Byte
UTF-8

3Byte UTF-8 CVE-2008-2938
N ) Ox2E  3Byte UTF-8 OXEO 0x80 OXAE
(URL %e0%80%ae )

IDS 3Byte UTF-8

5 CVE-2008-2938  /(

I ) Ox2F
I ) 2Byte UTF-8 OXCO OxAF

3Byte  /( ) UTF-8 OXEO 0x80 OXAE
I ) UTF-8 CVE-2008-2938

IDS




6 CVE-2008-2938

CentOS 5.1

® JDK15.0 16

® Apache-Tomcat 5.5.26 Apache-Tomcat 6.0.16

6.1

Apache-Tomcat 5.5.26

root@localhost:~

ZrA0(E) FRE Fr) mE(I) FF(B) ~AF(H)

localhost . Iocaldomain{rnot}:fusfflocaI,“'apachc—tomcai-S_S_26fwebapp5;’R{]0T> cat a.
htm

HELLO

localhost. localdomain{root): /usr/local/apache-tomcat-5.5. 26/webapps/RO0T> cd ..

localhost. localdomain{root): /usr/local/apache-tomcat—-5.5, 26/webapps) cat a.htm
DirTra Tomcats.5.26

localhost. localdomain{root): /usr/local /apache-tomcat—5.5, 26/webapps>

6.1-1: a.htm HELLO

a.htm DirTra Tomcat5.5.26

CVE-2008-2938 a.htm

(«[]




6.1-2: /a.htm Web (Tomcat)

6.1-3 : 2Byte UTF-8 CVE-2008-2938




6.1-4 : 3Byte UTF-8

08 17:29:371 GMT

g:04 GMT

6.15: ) I ) UTF-8




6.16: I ) 3Byte UTF-8

6.2  Apache-Tomcat 6.0.16

FrAME) RE(E) FJr) WmE(I) F#F(B) ~wF(H)

localhost, localdomain{root):fusr/local /apache—tomcat-6. 0, 16/webapps/R0OOT> cat a,hti_z
m

ITDmCﬂtETOE |

localhost, localdomain{root):/usr/local /apache—tomcat-6.0, 16/ webapps/R0OOT> cd ..

domain{root):/usr/local /apache-tomcat-6.0.16/webapps> cat a_htm
DireTra i

localhost, localdomain{root):/usr/local /apache—tomcat-6, 0, 16/ webapps>

6.2-1: a.htm Tomcat6Top
a.htm DireTra
CVE-2008-2938 a.htm




6.2-2: /a.htm Web (Tomcat)

6.2-3 : 2Byte UTF-8 CVE-2008-2938
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Aug 2008 17:24:53 GMT

7.97:95 CMT

: 3Byte UTF-8

08 17:24:53 GMT

27 GMT
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3:05 GMT

6.26: I ) 3Byte UTF-8

7 CVE-2008-2938 OS Command

Injection

® Cent0S5.1
® JDK15.0.16
® Apache-Tomcat 5.5.26
Perl (O CGl

Apache-Tomcat
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7.1  Apache-Tomcat 5.5.26

_ t@locaihost:/usr/iocal ]
FrAN(E) FRE(E) FrlV) WE(I) ST(B) ~LIF(H)
lacalhost . localdomain(root):/usr/local/apache-tomcat-5.5. 26/ webapps/ROOT/WEB-INF/cgi) type test-pl[~]
.Cgi

1 /usr/bin/per|

print “Content-Type: text/htmlrinrin”;

print "¢html»<body>Hel lod/body </ himl>";
OCalnost, localdomalniroot J:/usr, localsapache-tomcat—5.5. 26/webapps/ROOT/WEB-INF/cgi> . /test-pl.cg

=

i
Content-Type: fext/himl o

<himl><body>He | 1o/ bady></htm| Mlocalhost localdomain(root):/usr/local /apache-tomcat-5.5, 26/ webapps
7RO0T/WEB- INF/cg1

(ol

7.1-1: Web test-pl.cgi Perl

7.1-2: /cgi-bin/test-pl.cgi Tomcat CGl (Perl)

7.1-3:  [sbin/ifconfig

Perl Tomcat CGl

13



IrA(E) RE(E) FRV) HEOD 7B ~F(H)

localhost, localdomain{root):/usr/local fapache-tomcat—5,5, 26/ webapps/ROOT/WEB-INF/cgi>» ./test . cl*
gl
Content-Type: text/plain

Hallo GGl Program on Tomcat

localhost, localdomain{root):/usr/local fapache-tomcat—5,5, 26/ webapps/ROOT/WEB- INF/cgi>» cd ../, .
i

localhost. localdomain(root):/usr/local fapache-tomcat—-5.5, 26/webapps> . /test . cgi
Gontent—Type: text/plain

Hello World Wl
localhost. localdomain(root): /usr/local /apache-tomcat—5.5. 26/webapps> || ~
7.1-5: Web test.cgi test.cgi

7.1-6: /cgi-bin/test.cgi Tomcat CGI( )
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HTTP/1.0

7.1-7:  Icgi-bin/%c0%ae%c0%ae/%c0%ae%c0%ae/%c0%ae%c0%ael/test.cgi

test.cgi OS Command

7.1-8:  /shin/ifconfig

15



sent 129, rowd 1270 N

7.1-9:  /usr/bin/id

02 GMT

7.1-11: 7.1-10 /bin/sh -c /usr/bin/id>/tmp/a.txt
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04:07 GMT

(04:15 GMT

7.1-12: 7.1-11 /tmp/a.txt

7.1-13: sh echo
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8 Windows Tomcat /(
) UTF-8

¥( ) 0x5c¢ ¥( ) 2Byte UTF-8 Oxcl
Ox1c
MS-Windows Apache-Tomcat CVE-2008-2938

® Microsoft-WindowsXP SP3
® JDK 1.6.0 06
® Apache-Tomcat 5.5.26

ni HTTR/1.0

7.1-1 : Windows Tomcat 5.5.26 404
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® CVE-2008-2938
http.//www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-2938
® milwOrm.com
http.//www.milwOrm.com/exploits/6229
® Tomcat
http.//www.nttdata-sec.co.jp/column/report20080813.pdf
® Tomcat NTT
http.//www.atmarkit.co.jp/news/200808/13/tomcat.html

(MS00-057)
http.//www.microsoft.com/japan/technet/security/bulletin/ms00-057.mspx

® Microsoft IS and PWS Extended Unicode Directory Traversal Vulnerability
http://www.securityfocus.com/bid/1806
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